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Most enterprise deployments of IPv6 will require some form of
translation, at least into the near future

Requires that the IPv6 session be terminated and an IPv4 session
be established

Typically this is done in software and can lead to performance
challenges

Preferred method for translation techniques
Server load balancing
Most organizations front end their internet presence with some
form of server load balancing
Locations where IPv6 only exists and sessions will be initiated
from that IPv6 only perspective
Stateful NAT64
May lose visibility to the original IP address

Stateful NAT64
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There are three major techniques for IPv6 to IPv4 translation

Proxy Server Load Balancer
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IPv6 6
Transition technology where IPv4 and IPv6 operate in tandem

e IPva

Both IPv4 and IPv6 are fully deployed across the infrastructure
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RFC 6333
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Configuration and routing protocols handle both IPv4 and IPv6

Network Address Translation-Protocol Translation (NAT-PT)
adjacencies

Deprecated because of tight coupling with DNS
Requires IPv6 access network

Not a long-term strategy

Performs IP header and address translation between Pv60ny§\\

Preferred method to transition to IPv6

Current recommendation for DC environment transition )—(RFC 7755 prescribes single-stall IPv6 for DC

If building an IPv6 only DC, stateless translation via NAT/Proxy/)

Requires CPE support

and IPv4-only hosts and networks

Leverages IPv6 in the network

Advantages

Provides gradual migration to IPv6
SLB recommended

Advantages
IPv4 continuity provided by the fact that existing content
providers can provide services transparently to IPv6 users
Dependency on CPE router
It's versatile, scalable and the highest performance method
available for an enterprise organization today
Application Layer Gateways (ALG) needed to translate protocols .
that embed IP address information in the payload (i.e. FTP, SIP) Disadvantage
I | NAT disabled on CPE router
General recommendation is to separate the control plane
between IPv4 and IPv6 to avoid fate sharing rather than just
DNS64 and NAT64 are completely separate. This is what made it DS-Lite Content caching function may break using different address families of the same routing protocol
superior to NAT-PT
Disadvantages Dual Stack
. _ DPI function may break You generally want IPv6 to be preferred
Well-known prefix (WKP) (64:ff9b::/96) is not globally routable,
but is one option used for mapping
QoS function may break The old method of preferring IPv6 was to wait for it to timeout
before IPv4 was attempted. This resulted in unhappy users.
Network-specific prefix (NSP) is an IPv6 prefix (/96) assigned by Terminology
All disadvantages of CGN also apply ) )
Happy Eyeballs simply gives IPv6 a 300ms head start when
Session may be setup over IPv4 one time and IPv6 other times

sending a TCP SYN. Whichever protocol establishes the session

the organization for mapping
first, will be used for the rest of that particular session’s lifetime.

RFC 6555: Happy Eyeballs

IPv4-converted IPv6 addresses are IPv6 address used to ‘\
represent IPv4 nodes in an IPv6 network ‘
\‘ Uses network connectivity status indicator (NCSI) instead
RFC 6145 |Pv4-over-
| IPv6 tunnels
\
SR ; Probes for both IPv4 and IPv6 network connectivity which is
Used inbound to an IPV6-only infrastructure ? o Not used by Microsoft maintained globally at CDN sites.
Private IPvg Stateful NAT
— 2 function (on o ] )
routers) inside Hosts need Internet connectivity or you need to simulate this
SP network functionality internally for your hosts

Subscribers Providers Internet

Algorithmically maps IPv6 to IPv4 and IPv4 to IPv6

Directly embed the IPV4 address into the 96-bit network specific
prefix assigned to the ingress of our V6-only network \ Current network infrastructure must be capable of IPv6
_____________________________ N Stateless IPv6 over private IPv4 )
, Disadvantages
IPv6 needs to be activated on almost all network elements

Can use anycast

2001:d8:46::/48

Network Prefix Translation IPv6 (NPTv6)

fd07:18:4c::/48
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Stateless border relays in SP network
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— Supports both IPv6-initiated and IPv4-initiated communications “‘.
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] . ) ,/l Network Address Translation 64 (NAT64)
- 1:1 translation - doesn’t save IPv4 space y | Stateless Tunneling function
S Network // ~ (on routers)
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Stateless NATG4 swewnates N RFC 6146 e - - An overlay is built that tunnels one protocol over the other
1:1 translation, hence applicable for limited number of endpoints 1:N transiation, hence no constrainton e number ol endpoints | \ - _ccmme-mm—-===omTTTTTITTTTTTO TSN o - -
therefore, also applicable for carrier grade NAT (CGN) <‘ """ ~ -ap -
No conservation of IPv4 address Conserves IPv4 address N‘\~; - [ S
Helps ensure end-t d address and Uses address overloading; hence lacks end-1o-end address *\\ b L -y
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mf':."""”mﬁewm y :m:::mmﬁmmmm psed outbound where the session originates from an IPV6-only - N / S~ b I Either IPv6 packets are encapsulated within IPv4 packets or IPv4
mw”wnmmmmpmvm Capatity o choose any o of i ackkess ssgrment mancal, island ... / T - packets are encapsulated within IPv6 packets
6 (DHCPV6)-based address assignment for IPV6 hosts DHCPVS, or staleless address autoconfiguration (SLAAC) . , L) - -
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\ Maps IPv6 to IPv4 and IPv4 to IPv6 A / S~ L L .
\ P \, / L Recommendation is that tunnels be used for very specific corner
N N / " cases and they not be deployed on a wide scale
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Creates or modifies bindings or session state while performing \ Y, b Jy
N . [} s . , .
. translation \ / b I Users of the new architecture can’t use the services of the
\\ i V4 “w underlying infrastructure
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. / Y 4 P Disadvantages
Supports both IPv6-initiated and IPv4-initiated communications / Y 4 e -
.. ,," / e -~ Users of the new protocol can’t communicate with users of the
7 Y 4 D Jg old protocol
‘\x\ \ / o |
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~~~~~~~ CGN) = Stateful / “~ -
___________________________ / ~ ~ Fully automated way to build IPv6 tunnels (GRE) over an IPv4
_____________________________________ 4 e infrastructure
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/ LS Once IPv6 is deployed on a segment, the tunnel automatically
S . .
/ N -~ turns off and shifts to terminate on the next segment
. . o
Necessary for IPV6 client to an IPV4 service , Transition Technologiesin One Slide * Allows both arbitrary and algorithmic mapping “ [ G
’ ** Changes needed if IPV6 is not supported by existing CPE \ s
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Single-Stack b Y
Can be combined with NAT64 to synthesize AAAA records from A Address Family Translation (AFT)J Em:es::k S -~ Auto IPV6 ==i_ ﬁ ! ! =ﬁ— e e
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records DNS64 Dual-Stack “a
DS-Lite S - -
6rd + CGN [ S ~ Sr— — — —
Single-Stack S ~ ‘;
Sends request for AAAA first. If no answer, it sends a request for . ~ L S | b — b s o
A. The result is translated to an IPv6 address o - ! ! — — —____ —
- -
S . Auto tunnel auto-shifts to span over remaining IPv4-onl
s Auto Tunnel Built over IPv4-only segments IPv6 extended to next segment P 8 y
< segments
- S
The synthesized AAAA record is the NAT64 prefix with the IPv4 S ~
address appended to it S,
Tunneling Also works in reverse when ready to remove IPv4
/ IPv6 over public IPv4
N\
e O Stateless or Stateful j |Pv6-over-IPv4 tunnels
ﬁ NAT64 function (on
routers)
Subscribers Providers Internet
. Stateless Tunneling function
. . = (on routers) inside SP
Used on mobile devices network
Subscribers Providers Internet
IPv6 device with an IPv4 app that needs to cross the mobile
carrier’s IPv6 network then talk to an IPv4 service )
Stateless 464 Encapsulation
CLAT = Client Address Translation (IPv4 to IPv6) on the device
itself (stateless) —  IPv4-over-IPv6
"—----------------------- /
Destination IPv4 address embedded into the translated address - - X - . m RS
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RFC 6877: 464xLAT - il ¥ .
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C 4 b Je. tateless Tunneling
& & o Jre. - function (on routers)
PLAT = Provider Address Translation (IPv6 to IPv4) (stateful) P ' - - - No CGN-
P =\ MAP-E ) ,
& Subscribers Providers Internet
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* Legacy applications using embedded literals in their code P 4 .
* RFC6877 464xLAT, “fixes” broken code for now ~ P4 MAP-E: Stateless 464 Encapsulation
i k P4 - o — —\rs{'u":;“
Handset Carrier Networl Internet nwmm—% T o IPv6 + IPv4
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) Pva , Customer CPE —
CLAT ’ , - MAP CE uses (stateful) port restricted NAT44 - CE does the NAT44 job
6 Google , . Stateless IPv4inlPv6 encapsulation at the CE and BR - same data plane as DS-lite.
—— IPv6 E Each CE derives its IPv4 address and port range from DHCPv6 MAP “Rules” Option and
Applic;tic;;\ > y“ , (optional) IPv6 prefix: Draft-ietf-softwire-map-dhcp-option
oo e , . End user IPv6 hosts use the same IPv6 prefix. |.e. no additional prefix required
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Stateless ',
Swaps the left most bits of the address in equal prefix lengths "
ULA addressing translated to PA space "
’ Each shared IPv4 end-point gets a unique TCP/UDP port-range
) via “rules”
Ideal for small-to-medium enterprises who do not have access to
Pl addressing space !
u 4 . All or part of IPv4 address can be derived from IPv6 prefix
, Allows sharing of IPv4 address across an IPv6 network P . P
(allows for route summarization)
' Need to allocate TCP/UDP port ranges to each CPE
Internet Connectivity '
: Can be implemented in hardware

Can have asymmetric routing

No single point of failure, no need for HA hardware
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IPv6 can be used to smooth this integration as it does not - -
require one site or organization to have to re-address Y -
L 4
-’ - Leverages IPv6 in the network
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Avoids double NAT and complex NAT configurations & -
C
Py g No CGN inside SP network
Mergers and Acquisitions & -
P & Advantages
Dual stack both sites and overlay IPv6 for intersite P ”
communication & ‘
& - No need for logging
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,CompanyA  IPV6 - WAN IPv6  Company B P P 4 No need for ALGs
10000  Network Interconnect Network  10.0.0.0 P
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Company A >~ WAN &I Company B ,
10.0.0.0 Interconnect 10.0.0.0 L
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P4 Disadvantages Dependency on CPE router
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Stateless 64 translation V4
function (on routers)

- No CGN -
Subscribers Providers Internet MAP-T
MAP-T : Stateless 464 Translatigsy
MAP CE server Stateless
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BUTDFFERENT CMTS/BNG

- [~ @/‘ PORTRANGE __(IPv)
1Pv4-Private =

Customer

MAP CE uses (stateful) port restricted NAT44 - CE does the NAT44 job

Stateless NAT46 at the CE and MAP stateless NAT64 at the BR - regular IPv6 data plane in
between. Allows also for IPv4 host to IPv6-server communication

Each CE derives its IPv4 address and port range from DHCPv6 MAP “Rules” Option and
(optional) IPv6 prefix: Draft-ietf-softwire-map-dhcp-option

End user IPv6 hosts use the same IPv6 prefix. |.e. no additional prefix required.




